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Introduction

As poor populations living in developing countries face frequent risks and shocks, such as
droughts and floods, they are becoming increasingly vulnerable to the threat of global
climate change. Humanitarian and development efforts have evolved in recognition that a
long-term approach to climate and disaster risk reduction is needed.' Attention is given to
what makes individuals, communities, and systems resilient to disasters—what makes them
able to endure, adapt, and transform in response to uncertainty and adversity. However,
building resilience in response to long-term climate changes is especially complex;
strengthening these abilities will require innovative approaches. These approaches, in turn,
must be rooted in accelerated learning and expanded understanding of critical resilience,
vulnerability and hazard factors.

Climate science has long relied on large amounts of fine-grained and comprehensive spatial
data and computational power. But over the past decade, there has been significant growth
of various kinds of high-frequency data and associated analytical capacities resulting from the
sophistication and spread of digital technology lumped under the term ‘Big Data.” Big Data
constitutes a sea change for climate resilience: with the ‘rise’ of Big Data, the opportunities
for building a better understanding of hazards, vulnerabilities, and resilience factors have
vastly expanded.

Big Data as a new socio-technical phenomenon is not reducible to satellite imagery or other
data sources; its many intertwined applications and implications are creating entirely new
opportunities and challenges for our collective ability to analyze and potentially act on
climate resilience features and factors, which has become a major concern of humanitarian
and development actors and activities.’

Conceptually, following a previously developed framework,” we define Big Data as an
ecosystem made up of digital “crumbs™ —exhaust data, web-based data and sensing data,
“capacities”’—including computational, methodological and human, and “communities”—as
both emitters and users. (i.e. not just ‘big data’ sets and streams). Such an ecosystem
(described as the 3 C’s of Big Data’) has four main functions or roles:

Descriptive, involves narrative or early detection such as using data from
satellite imagery to identify flooded areas or identifying areas in need from
crisis maps;

Predictive, includes what has been called ‘now-casting’ - to make real-time
inferences on population distribution based on cell-phone activity before,
during or after a shock, for example — as well as forecasting sudden and slow
onset hazards;



Prescriptive (or diagnostic), goes beyond description and inferences to
establish and make recommendations on the basis of causal relations, for
instance, by identifying the effects of agricultural diversification on resilience;

Discursive (or engagement), concerns spurring and shaping dialogue within
and between communities and with key stakeholders about the needs and
resources of vulnerable populations such as crowdsourcing maps to assist
disaster relief efforts;

In the context of climate resilience, sensor data such as satellite remote sensing (SRS) helps
monitor indicators that are key to anticipating precipitation extremes such as terrestrial and
sea-surface temperatures, atmospheric temperatures, sea-level rise, ice melt and glacier
retreat, and changes in precipitation regimes.” SRS data is also fundamental in assessing
numerous environmental variables including detecting trends in growing season parameters
and their impacts on crops,’ soil degradation® or key variables of the water cycle.’

Additionally, imagery is used to assess settlement patterns in countries or regions facing the
most critical vulnerability challenges, particularly the presence of slums, informal settlements,
and highly variable sizes and densities of built-up structures and sparse and scattered rural-
urban areas."” Not all important resilience variables can be remotely sensed using satellites.
Physical sensors on the ground provide a rapidly growing source of Big Data, enabling for
example a better monitoring of carbon emissions or patterns of consumptions of electricity,
which in turn can be used to make power supply systems more resilient and efficient.

Beyond data about the physical environment, Big Data also yields insights about social,
demographic, behavioral, and psychological dimensions of resilience and climate change. Big
Data about social ties and social networks at the neighborhood or community level were
found to be strong factors determining immediate loss and long-term recovery from
disaster." Knowing where people are is arguably the simplest and most crucial statistic for
any stage of climate analysis, adaptation, and mitigation—certainly for social vulnerability
assessment and response. Call Detail Records (CDRs) and GPS locations have been
compiled and analyzed for descriptive purposes such as real time information on patterns of
movement and migrations.'” The same data (CDRs) also provide insight on potential
vulnerabilities and behaviors during and after disasters, including social cohesion, an
important component of resilience."

These examples show that Big Data has potential to improve and operationalize
humanitarian efforts and develop an understanding of resilience and social vulnerability to
climate change impact. New data sources along with new techniques to garner insights
enable researchers and practitioners to move beyond census data and other official statistics
that are difficult and time intensive to collect, to more dynamic, responsive and effective
information for resilience at all scales.



However, Big Data’s potential to help us better understand climate resilience does not
mechanistically bridge the gap between information and action. Big Data runs the risk of
becoming an extractive industry as individuals, communities and systems passively
contribute information. Researchers and practitioners, perhaps even decision-makers, may
extract value from Big Data analytics, but what about the communities themselves? The
concept of resilience is firmly rooted in the capabilities of local communities, not ‘externally
engineered processes.”* Evidence shows that direct access to Big Data extends individual
decision-making powers, such as when accessing individual and aggregated data about power
consumption, climate trends, market prices, or transport conditions."

How to best unlock the potential of Big Data for resilience remains an important and yet
largely unaddressed question. Technical barriers include access to data ‘crumbs,” global
coordination for climate data sharing, data reliability and representativeness, and others. In
addition, Big Data introduces new ethical and political risks that warrant careful
consideration in its use. A key message is that Big Data must involve engagement (the fourth
function of Big Data as an ecosystem) of several actors. Approaches should focus on not
only ingesting data from people, but more importantly on getting data to the people.
Building a resilient community involves fostering accountability, empowerment, and
communication in all stakeholders and integrating social vulnerability at each level. In order
to adjust to the changing needs of those most vulnerable in an ever-changing environment,
we must put data into their hands. Making the data system a more participatory process

empowers individuals to make the leap from data to action.

The rest of this paper, one the very first in-depth synthesis and analysis of Big Data for
climate resilience of vulnerable populations, is organized as follows. Section 1 focuses on
understanding, defining and conceptualizing resilience and Big Data. Section 2 highlights the
contours of the Big Data, Climate Risk and Resilience Nexus, identifying how Big Data as an
ecosystem contributes to understanding hazards, vulnerability, and exposure—the key
components of climate risk—and operationalizing a climate risk management framework.
Section 3 describes the barriers and gaps in using Big Data for climate resilience decision-
making. Finally, the last section describes how Big Data can help vulnerable populations
better understand climate data and harness their abilities to foster social resilience.



1 Conceptualizing and Understanding Resilience

“The idea of resilience... [is] really about how systems and settlements stand up to shock
Jfrom the outside...and they don't just unravel and fall to pieces... Looking through the lens of
resilience we really question how we let onrselves get into a situation that is so vulnerable.
Resilience runs much deeper; it is about building modularity - building surge breakers into the
basic things that support us.” -Rob Hopkins, Founder of the Transition Movement

There is overwhelming scientific evidence demonstrating the reality and impact of climate
change. As some of the hottest years in history have occurred in the past two decades, it has
become increasingly clear that human action has contributed significantly to this process.
Climate change is increasing the frequency and intensity of weather-related hazards in
varying, complex ways that can only be expected to worsen situations.” In 2009, the
American Meteorological Society projected in the Journal of Climate that there is a 90%
probability of global temperatures rising by 3.5 to 7.4 degrees Celsius in less than 100 years.
These seemingly minor and predictive changes in temperature, although uncertain, could
generate widespread disasters: sea levels could rise, threatening coastal communities; water
supplies could dwindle as snow and ice evaporate; hurricanes and typhoons could become
more powerful; droughts and floods could become more common; agricultural production
could decrease; and incidences of disease could increase.

As increased climate variability linked to climate change produces more dangerous
environmental disasters, developing countries—in particular, those living in extreme poverty
in these countries—are most at risk. Longstanding patterns of economic development make
poorer communities more vulnerable to natural hazards and leave them less resilient than
developed countries when disasters occur. The Overseas Development Institute (ODI)
predicts that up to “325 million extremely poor people will be living in the 49 most hazard-
prone countries in 2030, the majority in South Asia and sub-Saharan Africa.” The
confluence of risk factors and the possibility for widespread disaster has led to increasing
calls to make disaster risk reduction a core development concern and to increase efforts to
address climate change at its core as it impacts sustainable development and impoverished

communities.

While international efforts discuss and implement global climate change mitigation and
adaptation strategies (i.e. emissions reduction and flood defenses), resilience has increasingly
become a part of the global conversation to help vulnerable populations face imminent
hazards.



Box 1: Key terms and concepts at a glance

Climate Change
“A change in the state of the climate that can be identified (e.g. using statistical tests) by changes
in the mean or variability of its properties, and that persist for an extended period, typically

decades or longer...whether due to natural variability or as a result of human activity.”'®

(Natural) hazard

A sudden or slow-onset natural event or process that may cause harm to humans or other

organisms. Examples are floods, drought, earthquake, desertification, landslide, epidemic, and

locust invasion.

(Natural) Disaster
As distinct from a hazard, a disaster consists of the combination of a natural hazard and its effect

on the population and assets.

Vulnerability
The characteristics and circumstances of a community or asset that make it susceptible to the

damaging effects of a hazard.

Exposure

The actual extent to which assets or populations are likely to experience a given set of hazards
over time. Exposure plus vulnerability equals risk.

Risk

The combination of the probability of an event and its negative consequences.

Impact
The sum of the consequences if the risk does occur.

Defining resilience

Although resilience is used very differently across contexts (and sometimes conflated with
sustainability), we define resilience as the capacity of a system (or community ecosystem) to
absorb disturbance, reorganize and then retain essential functions, structures and
feedbacks.'” Conceptually, it is worth noting that what ‘resilience’ precisely means and entails
differs between authors and disciplines—just as much as the meaning and features of
vulnerability and its relation to resilience remain contested (we conceptualize vulnerability
not just as the converse of resilience, but as “the susceptibility of [a] system or any of its
constituents to harmful external pressures,” while resilience characterizes a process or set of
processes).’



In most of the policy and social science literature and discourse, resilience is understood as
the (normatively desirable) capacity of a social system to ‘bounce back’ in the face of a
shock; from its ecological science origins, the concept rather describes a system’s ability and
ways of leveraging its adaptive capacity to "maintain structure and function" without
crossing critical thresholds into a state with new sets of system dynamics —while ‘bouncing
back’ in the face of shock would be closer to a system’s robustness.’

In the context of climate change, resilience involves a system withstanding variability in
climate (and non-climate) stressors through its adaptive capacities (e.g. frequent, intense
drought conditions as climate stressors for agriculture and the capacities of farming
communities to adjust, adapt or cope). These stressors can be either familiar disturbances (i.e.
a hurricane during its regular season), or wnfamiliar disturbances (i.e. new, unknown climate
trends). In this context, agriculture systems in resilient communities are able to “maintain
structure and function” without crossing critical thresholds by which they would be unable
to cope in the presence or aftermath of the stressor. A community would therefore be
resilient to the extent to which it can cope and avoid critical thresholds, but not resilient if

after the disturbance, community members have not regained any form of livelihood.

Similarly, like a plant that attempts to resist a disease and remain robust, a farming
community who remains in a disturbed state, a resistant state, after a drought, has more
difficult recovering, and eventually may not be able to recover at all (Walker, 2011). Being in
this resistant (robust) state erodes the capacity to respond and organize in a beneficial and
productive way. Many times, robustness can cause peripheral blindness, a preference to
focus on only those hazards that favor quick responses and a tendency to declare success on
a superficial basis. In time, these longer-term vulnerabilities that result from hazards are
ignored. In this manner, resilience affords the capacity of tolerance and improvisation, and

robustness does not.



Box 2: History of international efforts to address climate change

1979 - the first World Climate Conference

1992 - the UN “Earth Summit” produced the United Nations Framework Convention on Climate
Change (UNFCCC), a first step in considering what could be done to limit climate change
including how to cope with its inevitable impacts.

1997 - the Kyoto Protocol was adopted by the UNFCCC, which legally binds countries to
reduce emission level to certain targets. Today, there are 195 partied to the UNFCCC and 192
parties to the Kyoto Protocol.

1998 - the Intergovernmental Panel on Climate Change (IPCC) was created by the World
Meteorological Organization (WMO) and the United Nations Environment Programme
(UNEP) as an objective source on scientific information

2009 - The UN Climate Change Conference released the political agreement, the Copenhagen

Accord, in which the world’s major economies offered explicit international climate pledges.

2010 - The Cancun Agreements is adopted to reduce carbon emissions and build a system which
made all countries accountable to each other for those reductions

2011 - Durban Platform for Enbanced Action, a comprehensive plan to draw up the blueprint for a
fresh universal, legal agreement to deal with climate change beyond 2020

2012 - Rio+20: Re-thinking Sustainability and Sustainable Energy for All
2014 - COP 20 — Lima and defining Post-2015 SDGs

2015 - COP 21 — Paris New Climate Change agreement and Post-2015 SDGs

A distinctive, defining, feature of a resilient system is adaptability, which emphasizes the role
of societal learning over mere technical fixes that may reduce system vulnerability in the
short term but decrease the kind of flexibility key to resilient systems in the long term.
Response strategies for hazards must also consider building resilience against possible future
disturbances, specific and general.

Specific resilience describes resilience to a specific kind of change, such as relatively well-
understood natural disasters—e.g. recurring droughts and floods due to ENSO. General
resilience refers to a system’s capacity to deal with unfamiliar and qualitatively new
disturbances that lie outside of our past experience (another useful related conceptual
dichotomy is Eakin et al.’s, which distinguishes generic vs. specific adaptation).



Resilience strategies have a tendency to focus on specific resilience to familiar disturbances,
as opposed to addressing more challenging resilience building activities to possible, unknown
disturbances. Carlson and Doyle (2000) suggest a potential tradeoff in resource allocation
between specific and general resilience-building activities: the more resistant a system
becomes in one direction, the less overall resilient it becomes in others."

To illustrate the point further, one can think of a water balloon vs. a glass bottle filled with
the same volume of water. The former is definitely less resistant, robust to specific stressors,
such as being pocked by a needle, or compressed by hand; both quickly ‘bounce back’ if
prodded with a larger stick (the latter would simply not change until it breaks at some point);
overall the balloon can be said to be more adaptive therefore more resilient. If exposed to
extreme temperatures, it will expand alongside its content, move up; likewise if the air
pressure increases or drops, it will adapt. The glass bottle is sturdier but—therefore—Iess
adaptive; it is less able to “absorb disturbance, reorganize and then retain essential functions,
structures and feedbacks under changing circumstances”. It is less resilient. The balloon can
certainly ‘bounce back’ if conditions go back to what they were, but what characterizes its
resilience—whether being resilient is desirable or not—is the fact that it retained function
while conditions had changed.

In the context of climate change, these seemingly minor distinctions between resilience and
robustness, and general and specific resilience, have important consequences, especially
when combined with other considerations of geographical and temporal scales and the
specificity of the hazard considered. In discussing these, we rely on resilience frameworks
proposed by Turner et al (2010) and Carpenter et al (2012). Turner et al. stress the role of
science in enhancing society’s ability to act to avoid disasters along the cycle prevention-
mitigation; monitoring-prediction; response-recovery while Carpenter et al. highlight the role
of information in empowering people to act and hold each other accountable.

Big Data for resilience

The last decade has seen a rapid growth in the volume and variety of available data and
geospatial data as a result of the spread of Internet and mobile devices and the increased
availability of Big Data, including satellite imagery at high resolution. This historical growth
has significantly expanded the potential of Big Data for climate change and resilience. The
proposition is not new: climate science has always relied on large amounts of spatial data and
computational power. With the ‘rise” of Big Data, however, the opportunities and challenges
to building a better understanding of hazards, vulnerabilities, and resilience factors have
vastly expanded.

The term ‘Big Data’ encompasses both the new technologies that generate large-scale data
on social outcomes and the opportunities created by data. Unfortunately, Big Data is too
often reduced to ‘big data’ characterized by the volume, velocity, and variety of the data,
which overlooks most of its novelty and complexity. Instead, Big Data must be
conceptualized as a new socio-technological phenomenon resulting from the emergence and
development of an ecosystem made up of the new kinds of data ‘crumbs’ about behaviors



and beliefs generated and collected by digital devices and services, ever more powerful
computing

Together, these three parts, the crumbs, capacities, and communities, form a complex system
in which feedback loops in data generation, use, and assessment produce new data and
techniques. At the most basic level, organizations generate new kinds of data that lead to the
development of new kinds of analytical tools, and then various actors interact with those
tools.

In the following section, we will explore the Big Data, Climate Risk and Resilience nexus and
evaluate the added value of Big Data as an ecosystem toward each component of climate
risk—hazards, exposure and vulnerability—as well as its contribution to the climate risk
management framework.

2 The Big Data, Climate Risk, and Resilience Nexus:
Added Value of Big Data towards Climate Resilience

In this section we will explore the Big Data, Climate Risk and Resilience Nexus and identify
how Big Data as an ecosystem contributes to understanding each of the components of
climate risk—hazards, vulnerability and exposure—as well as the climate risk management

framework.
2.1. The Big Data-Climate Risk-Resilience Nexus

The increasing scientific evidence of global climate change highlights the need to not only
acknowledge and disseminate the relevance of incorporating adaptation in projects,
programs and sectoral policies, but also ensure the effectiveness of investments aimed at
reducing poverty and boosting development. In this sense, the approach of the World Bank
is rooted in the expansion of a dimate risk management culture, which is firmly based on the
acknowledgment that the rising risks of climate change and their implications for
development are seldom explicitly addressed. Embedded in the World Bank’s approach,
there is the acknowledgment that climate change is only one element in the spectrum of risks
facing an investment. Within this framework, climate-related risk should be first associated
to the current climate conditions, including variability and weather extremes, and so should
its management. Big Data is key to determine climate baselines and identify the
vulnerabilities to climate-induced hazards through ‘crumbs’ (the first ‘C’).

A step forward is required to assess whether existing or potential vulnerabilities could
fluctuate because of climate change, as well as of other types of significant modifications of
the surrounding conditions (i.e. population growth and/or shifting trade patterns) in order
to incorporate appropriate measures into the design and implementation of actions, if
necessary. Data-driven analytical tools are necessary to spot vulnerabilities that may be
worsened by the effects of climate change, making adaptation to climate change an integral
part of the climate risk management approach. In such a case, big data applied to climate risk

management helps structuring an iterative process that starts with determining coping
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strategies for current climate variability, tries to anticipate changes in climate change through
the implementation of ad hoc adaptation management, and seeks to evolve new coping
strategies as necessary. Since climate and climate change are not only an environmental issue,
but also a major economic and social risk to national economies, data-powered tools for
integrated analysis of vulnerabilities and cross-sector strategy planning are needed in both
the assessment and implementation phases of development initiatives. In this sense, big data
tools and capacities (the second ‘C’) can help increase the availability and relevance of
climate-related information through integrating and interpreting historical series of data and
short-term weather forecasts and taking into account seasonal climate predictions and
projections of long-term climate change effects - especially when considering highly
vulnerable areas.

The collection and systematization of these types of climate-related data contributes to
better managing climate risks at a broad time scale and at the same time tailoring such
information to bring together user communities and local institutions for integration into the
planning processes. The application of the new generation of analytical tools can facilitate
the interpretation of climate risk, especially enabling donor agencies, policy makers, and
development stakeholders assessing initiatives that may be subject to climate risks. Improved
visualization tools can help ensure the effective use of data as the basis for climate risk
management. Section 2.2 will focus on the way Big Data can characterize exposure and
vulnerabilities to climate change in the context of climate-affected sectors in developing
countries. Lastly, Section 2.3 evaluates Big Data’s contribution to both adaptation and
mitigation programs across the main sectors affected by climate in the developing world,
including health; water supply and sanitation; energy; transportation; industry, mining and
construction; trade and tourism; agriculture, forestry and fisheries; environmental protection;
and disaster management.

2.2. The Interaction of Big Data and Components of Climate Risk: Hazards,
Vulnerability and Exposure

a. Climate change monitoring and hagard detection

Data can help monitoring and understanding the drivers of climate change, detecting
variations that can lead to negative impacts. SRS data are an extremely important and
growing resource to this aim, helping to monitor terrestrial and sea-surface temperatures,
atmospheric temperatures, sea-level rise, ice melt and glacier retreat, and changes in
precipitation regirnes.19 In doing so, they help validate other monitoring systems. For
example, SRS temperature data confirmed the positive link between surface and atmospheric
temperature, while showing some difference in the magnitude of the link, which orients new
research.?? Satellite altimetry data has shown a higher rate of sea-level rise than in-situ
gauges. Both data sources have their limitations and sources of errors, but by combining
them, a fuller sea-level budget is being pieced together.z1 With a longer period of
observation, this will allow us to distinguish long-term trends from decadal variability.

10



SRS data also help validate climate models. A powerful example is the use of satellite
observations to test critical feedbacks between water vapor and temperature at different
atmospheric layers.22 Although precipitation data has not resolved the question of whether
there is a global mean trend of precipitation, it has given scientists a keener understanding of
the climate drivers of precipitation variability. For example, it has confirmed that there are
positive feedbacks (‘wet-gets-wetter’ and ‘dry-gets-drier’ trends) in tropical regions,

knowledge that is key to anticipating precipitation extremes.??

SRS data is also fundamental in assessing the impact of climate change on environmental
systems and society, as well as creating baselines for mitigation and adaptation. Over the last
decades, SRS retrieval algorithms (algorithms that convert remote sensors' signals into
measurements of useful variables) have been developed to make inferences on numerous
environmental variables:

1) Land cover, at increasing levels of spatial resolution™

2) Biozones

3) Vegetation productivity” and various indicators of vegetation health, such as

dryness, forest disturbances at fine spatial scales” and carbon fluxes driven by

photosynthesis”’

4) Phenology, detecting trends in growing season parameters and their impacts on

crops™

5) Soil physical and chemical characteristics”, including reliable indices of soil

n31

b

degradation™ advances, which can help overcome the "soil data crisis
6) Key variables of the water cycle, including evapotranspiration % and soil

: 33
moisture.

These spatially and temporally continuous streams of data on the natural environment
present an enormous potential, paving the way for real-time and integrated sensing at
multiple spatial scale (local to global) and temporal scale (from short-term shocks to slow
environmental change). As an example, SRS data has increased our ability to monitor the
overall water cycle and understand heat and water fluxes at regional and global scales.
Increasingly, this also allows us to anticipate changes in water availability at finer spatial
scales. For instance, Forsythe et al. (2012) combined river gauge data from the lower reaches
of the Indus Basin with remote sensing data of snow cover and surface temperatures to
derive remote sensing data proxies of water availability at the valley scale, useful to farmers
in the upper reaches of the Indus Basin.

The combined analysis of social sensors can also offer the capacity to monitor the impact of
climate-driven hazards. Big Data offers the ability to generate insights to make sense of the
dynamic interaction of the multiple catastrophes that emerge over time through social
dynamics, the status of the infrastructure, and the triggering of other hazards. First, as the
length and the spatial resolution of satellite records grow, the integration of remotely sensed
climate data with terrestrial data will improve our ability to detect climate driven changes in
ecosystems, species distribution, water availability, organic carbon sinks, among the others.

11



Second, much can be learned on the socio-economic impacts of short-term climate shocks
by combining environmental and climate hazard data with Big Data sources on social
dynamics and infrastructure that have proven their worth in the domain of disaster crisis
response.34 An interesting approach is that of earthquake detection, which offers lessons to
improve the detection of climate-induced hazards as well. Leveraging complementary
“social” sensors (such as Twitter, Instagram, and YouTube) and physical sensors (such as
USGS seismometers and TRMM satellite) can be particulatly relevant to improve hazard
detection. Lastly, analyzing the social impacts and social responses to slower-changing
environmental variables can help assess impacts and understand how populations adapt to a
changing environment.

However, not all of the important environmental variables can be remotely sensed.. A
significant frontier is expanding the use of volunteered geographic information in
documenting changes in ecosystems and natural resources: citizen-science. Citizen-science
involves research conducted or assisted by non-expert public volunteers. This growing field
of participatory research is already common in ecology35 having been used to detect changes
in the diversity of organisms36, phenology and range shifts.*” It is now scaled up with the

help of platforms such as Tomnod *® smart-phone aps (e.g. WeSenselt) and mobile

b
environmental sensors (e.g. Citclops collects data on ocean water quality from mobile
phones) and to provide relevant measures of water quality, weather, and light pollution.
Further scaling of mobile sensing and citizen-science will arise from standardizing field

39 . . . . .
rotocols>?, and from computational innovations in merging these complex datasets.*°
5 ging p
b. Assessing exposure and vulnerability

Identifying the exposure to climate risks requires comprehensive and up-to-date information
to classify the main attributes of areas where hazard events may occur. Exposure is a
necessary (though not sufficient) determinant of risk, and understanding how societies are
exposed to climate-driven hazards is the first step towards identifying vulnerabilities.
Particularly, data help to describe the main determinants of exposure — i.e. the elements that
can be affected by climate change (e.g. populations and assets), the change in climate
parameters (e.g. precipitation, temperature, etc.), and climate-driven components of
ecosystems (e.g. sea level rise). This section specifically focuses on the former elements and
the key factors for reducing exposure.

Geospatial data, including SRS, are essential to characterize land use, which in turn offers the
opportunity to classify the level of exposure of communities to climate-driven hazards due
to their spatial distribution. The analysis of lights at night through remote sensing, for
example, enable institutions to track the distribution of electrical services in potentially-
affected areas.

Big data leveraging data crumbs is helpful to understand population dynamics in potentially
dangerous areas. Understanding the way population grows in a territory can provide insights
about what actions can mitigate risk. By coupling data from mobile phones and statistical
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inference, Wesolowski and Eagle (2010) modeled the dynamics of informal settlements in
Kenya to provide policy makers with predictive insights related to urban planning.

Big data can also help Figure 1: Description of the system developed by Rainforest
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The application of Call Detail Records (CDRs) from Telecom operators to map population
dynamics can help identify suitable approaches for assessing the exposure of populations to
disasters. The combination of CDR, remote sensing, and census data have successfully been
applied in Europe to map time-sensitive population dynamics*?; the case was also notably
successful in being able to preserve the anonymity of mobile phone users. It should be
highlighted that at present CDRs can be particulatly useful if coupled with census and/or
survey data, especially for interpolation when data is lacking or scarce, as well as for those
cases where populations are not typically covered by official surveys (e.g. informal
settlements). CDRs alone are thus a magnifier of survey and census data, and not a substitute
for them.

To assess vulnerability, Big Data offer innovative approaches to determine the (potential)
negative impact of climate-induced phenomena (e.g. natural disasters) on communities, their
livelihoods, and assets. Blending distributed data from the factors that can determine
adaptive capacity through ad hoc analytics can offer institutions with a dynamic assessment
of vulnerability, driving policy action in key hotspots that may compromise the ability of
societies to cope with the adverse impacts of climate change. Big Data sets gathered via
mobile phones can complement surveys in mapping vulnerability and exposure of
populations to climate-driven disasters. Leveraging network science, for example, may
provide inferences about the most stable market hubs or the best-kept transportation and
service infrastructures based on population mobility around or on them.
13



Social vulnerability aims at determining who is more vulnerable to climate change because of
their underlying social conditions. The social, demographic, behavioral, and psychological
dimensions that make an individual and group more vulnerability to the impacts of climate
change fall along a spectrum of universality or generalizability; some dimensions are faitly
well documented and consistent across geographies“, while others vary significantly across
time, place, and context. Starting with the most generalizable, people who have more
financial resources, who are not especially young or old, and have strong community support
are less vulnerable. Many studies have proven that social ties and social networks, primarily
observed at the neighborhood or community level, are strong factors determining immediate

. a4
loss and long-term recovery from disaster.

Over the last two decades, social vulnerability researchers have begun to distill the
dimensions of social vulnerability into empirically based indicators. When combined in
summary indices, typically using demographic information, these tools describe who is most
vulnerable and where the most vulnerable are located before, during, and after a crisis.*® If
measured using benchmarks and monitored over time, these indicators may serve as
diagnostic tools.

Big Data has immense potential to improve and operationalize our understanding of social
vulnerability to climate change impact. Large and fast data along with new techniques to
garner insights enables researchers and practitioners to move beyond census data and other
official statistics that are difficult and time intensive to collect to more dynamic, responsive,
more information for resilience at all scales. Remote sensing, user generated data and other
big data can replace old data. Mobile phones have proved to be a useful source of data that
can serve as a proxy to profile the socio-economic status of a population.*® In East Africa,

data from airtime credit purchases proved to be a good indicator for food spending47 and

b
could be used to spot vulnerabilities. Patterns of mobile phone usage were also found to be
correlated with socioeconomic levels in both urban areas of Latin America®® and Ivory

49 . . . . .
Coast~ using standard econometric techniques and machine learning approaches.

Knowing where people are is arguably the simplest and most crucial statistic for any stage of
climate analysis, adaptation and mitigation—certainly for social vulnerability assessment and
response. The current population data used to track populations for disaster work and for
long term climate impact preparation are severely limited, slow, biased, coarse and overall
insufficient for understanding and coordinating the needs of people on the ground.
Scientists and relief coordinators currently rely on eyewitness accounts, manual headcounts,
registration in refugee camps, satellite or aerial images of shelters, or changes in vegetation.
Real-time population counts enable the location of vulnerable population during and right
after climate-induced disasters. The Flowminder™® and \5(/orldPops1 projects are leading
examples of this work.
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User-generated geospatial information from Geo-located Tweets, Cell Phone Records data
and other sources indicate a new frontier understand more demographic attributes at the
household, neighborhood, and community level to order to have a more robust and accurate
picture of vulnerable. *2 Mote complex and context-dependent dimensions of social
vulnerability, or the least generalizable variables, require richer data. Social media gives us a
better view into the lives of those on the ground, or what some refer to as the “Big Data
Shadow”, as well as the psychological factors behind perception and behavior. In studying
how relationships on Twitter evolved before, during, and after the Hurricane Sandy disaster,
researchers at the University of Colorado found that geographically vulnerable Twitter users
propagate more information during the disaster than before or after, and are more likely to
re-tweet locally. These users also re-tweet differently, resulting in a relatively higher
proportion of tweets that receive between 10 and 80 re-tweets.”?

Opverall, as climate change threats of all kinds increase, we need a better understanding not
just of their physical impacts but the social drivers and impacts behind vulnerability. Current
vulnerability science is overwhelming qualitative, which is immensely valuable but limited,
though we have a robust body of case study literature and some other qualitative
assessments. However, the lacuna of quantitative information of what makes people more
vulnerable demonstrates a critical need for Big Data within climate science and response. On
the other hand, Big Data is also expanding the ability of vulnerable communities to provide
feedbacks to institutions and development stakeholders. This can help their society
maintaining functions under the stress posed by climate change impacts. As crowdsourcing
data through ad hoc platforms can improve relief during disasters, similar approaches may
be employed to assess vulnerabilities of communities under climate change (such as MIT
Climate Col.ab™).

¢. Big data for evaluating resilience

Projects have so far demonstrated the potential of Big Data for measuring factors that can
contribute to assess resilience. The two potentially biggest advantages in Big Data for
resilience measurement seem to relate to: (a) the opportunity to help quantifying many of the
intangible elements that are important to model resilience at the household level e.g. social
capital, institutional norms and behavior, cultural marginalization); and (b) the ability to fill
data gaps in those regions or countries where available socio-economic data is modest and
there are gaps in historical data. This is typically the case at the sub-national level, where
accurate historic data is rarely available, and in areas where it is difficult to conduct surveys
(e.g. due to conflicts). Ubiquitous sensing through mobile phones proved to be a valid
technique to provide poverty estimates at higher spatial resolutions than those available in
data-scarce regions.”

CDR data particularly present an unprecedented source of information to better understand

this aspect of resilience and vulnerability. CDR data allow us to reconstruct social networks

on a large scale and obtain information about both their local and global structure.” Mobile

phone data also enabled effective characterization of cognitive constructs of social groups,

other than their observable behavior’, and the linkages between the socio-economic status
15



of 2 community and the relationships among its members.” Onnela et al. (2007) analyzed a
society-wide network of communication and demonstrated that CDR data provides crucial
information about the strength of ties and the ability of information to spread.
Nevertheless, there are not yet attempts at using Big Data to measure the institutional
components of resilience (i.e. state capacity, trust in government, responsiveness). Moreover,
a general trend of current research shows a siloed approach, focusing on specific hazard
tracking and mapping while dedicating much less attention to slow-evolving factors (e.g. land
degradation, status of ecosystem services) that could co-operate to generate disasters and/or
exacerbate their impacts by weakening resilience properties of an ecosystem or a society.
Fostering interdisciplinary research through improved interoperability among databanks and
systems seem pivotal to advance the field in such sense.

Big Data can also be used to build more resilient landscapes. Scientists from CGIAR
develop a model incorporating different sources of data on ecological, economic and social
variables, as well as the qualitative insights born from the long experience of practitioners to
help improve agro-ecosystem interventions™. The key to this approach is that all factors are
represented as probability distributions so that all sources of uncertainty are taken into
account. As a result, the risk-return of different interventions can be compared. For the
more, the model assesses how much our uncertainty would be reduced by additional data
streams — providing guidance to data-driven policy making and action. This model could
become a powerful tool in agricultural decision-making if connected to spatial probabilistic
databases (rather than aggregate averages), which is something Big Data can cleatly
contribute to. This would be a significant contribution to building resilience since the
sustainable intensification of agriculture can mitigate climate change, the water crisis,
underemployment, extreme weather events, biodiversity loss, inequality and food crises.

2.3. Big Data and its added value toward climate change adaptation and mitigation
strategies

In this section, we explore the possible contributions of big data to support climate change
adaptation initiatives as well as the efforts to mitigate climate change. Big data can help
strengthening both adaptation and mitigation programs across the main sectors affected by
climate change in the developing world, which include: (a) human health; (b) water supply
and sanitation; (c) energy; (d) transport; (e) industry, mining, and construction; (f) trade and
tourism; (g) agriculture, forestry, and fisheries; (h) environmental protection; and (i) disaster
management.

d. Mitigation

Data is the basis for accurate quantification of the emissions of individuals, economies,
urban centers and landscapes. Big data can therefore drive higher efficiency of mitigation
actions, particularly by increasing the accuracy in monitoring GHG emissions of industries
and consumers, tracking carbon cuts and sequestration through integrated sensors networks,
determining the transition to renewable energies and more energy- efficient practices. At the

same time, it should be underlined that mitigation is not possible without political action and
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collective action. As a result, we also highlight how more open and more fine-grained data
may facilitate the social change that is needed to transition to less carbon intensive societies.

Big Data contributes to low carbon systems in the energy sector both on the supply side and
on the demand side. On the supply side, companies that produce and sell energy can use
remote sensors and big data-stream analytics to reduce carbon emissions by making real-time
efficiency improvement on the short term, identifying ways to improve existing
infrastructure such as power distribution grids on the medium term, and better planning
future projects and resource management on the long term.®® Using Big Data to make this
kind of assessment eliminates the need to wait for field visits, which are often costly, but also
leads to “more precise and reliable data, since direct data measurements through sensors do
not suffer from recall or courtesy biases common to data collected in surveys. On the
demand side, the main mechanism for reducing carbon emissions through Big Data involves
extending consumer decision-making powers. Smart meters (which relay information
bilaterally and in real-time between power companies and homes) are expected to help
consumers make more informed decisions about their power consumption. For the time
being, the evidence is mixed as to their effectivenesss!, since users must be sufficiently
motivated to reduce their consumption independently of the information provided.s2 The
possibilities abound however: allow users to set up real-time email or SMS notifications
when their consumption reaches a certain level; keep consumers informed of shortages or
peak usage times to help them reduce their consumption at key moments; create cost-saving
opportunities by allowing users to respond to time-specific pricing, such as recharging
electric vehicles during the night when excess power supply results in lower prices.> While
the discussion of smart meters currently tends to focus on residential applications,
installation of smart meters also has benefits in commercial and industrial buildings, which
account for the bulk of electricity consumption usage: smart meters can help favor low
carbon systems by providing incentives for commercial and industrial consumers who seek
to reduce operating costs.

Big data can also support mitigation in the transportation sector, one that mostly contributes
to climate change, producing roughly 23% of the global emissions of greenhouse gases. The
sector is also the fastest growing consumer of fossil fuels and the fastest growing source of
CO2 emissions.

In the area of transportation, data from a range of new sources, including Call Detail
Records and GPS locations, can be compiled and analyzed for descriptive purposes - such as
gathering real time information on traffic volumes and congestion levels -, predictive
purposes - such as predicting traffic conditions and travel time® and prescriptive purposes -
such as implementing dissuasive toll systems with automatic billing during rush hour. CDRs
were also employed by AT&T Labs affiliates to “calculate home-to-work travel distances and
estimate the median carbon emission per home-to-work commute of hundreds of thousands
of people living in the Los Angeles, San Francisco, and New York metropolitan areas. Their
estimates showed that in New York, living further from the center was correlated with an
increased carbon footprint since most people commute into central Manhattan for work.
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However, this is not the case for Los Angeles, since there is no single geographical
concentration of jobs. The result for San Francisco is somewhere in the middle of the two

cases.”

As part of the Orange D4D Challenge 2013, IBM Ireland analyzed 2.5 billion CDRs from
Cote d’Ivoire to develop the AllAboard Project, which seeks to maximize ridership and
minimize waiting and travel time under budget and existing fleet constraints, yielding
alternative transit routes that reduced journey times system-wide by 10%.%° Other sources,
such as traffic cameras, data from GPS devices in personal vehicles, and open data from
sources such as OpenStreetMap can also be employed to understand travel patterns and
suggest more energy efficient routes. Many projects combine data from several of these
sources, such the collaborative effort between IBM and Singapore’s Land Transport
Authority, which uses data from video cameras, G.P.S. devices in taxis and sensors
embedded in streets to generate hourly reports on traffic conditions geared towards city
administrators and commuters. The model predicts traffic volume and speed for 500

locations up to 60 minutes in advance with accuracy ranging between 85-95%.%

Land use and land-use change (LULC) represents a major portion (16—20%)67 of green
house gas (GHG) emissions. Monitoring agricultural land and practices in precision farming,
deforestation and illegal logging, and urban expansion and form®®, are being understood as
the spatial and temporal resolution of remote sensing data increases. New cloud computing
architecture such as Google Earth Engine and Amazon Cloud Services has expanded the
ability for scientists and citizens to analyze LULC over new spatial and temporal scales with
publicly available data. A landmark example is the new version of Global Forest Watch
(www.globalforestwatch.org), a decades old project of The World Resources Institute
focused on illegal deforestation. In partnership with the University of Maryland and 40
others, the project analyzed almost 700,000 Landsat images, using a total of 20 terra-pixels of
Landsat data and one million CPU hours on 10,000 computers working in parallel on
Google Earth Engine. A standard computer would have taken 15 years to complete this

analysis. The analysis determined annual global forest change in forest cover since 2000.%

In another example, a human settlement mapping project of unprecedented size will
determine the urban area extents of the entire globe. Using Landsat imagery in Earth
Engine, the team, lead by Dr. Paolo Gamba at the University of Pavia, aims to eventually
produce a high-resolution global map at 30m, showing change over the last 10-20 years.70
Understanding these historical patterns helps better quantify the influence of LULC in
carbon budgets, but more importantly, allows us to understand major drivers of LULC, and
monitor changes at local levels that can improve management and inspire action. Software
such as CLAS lite expands remote sensing analysis beyond scientists and enables
governments and NGOs to tap the power of remote sensing of deforestation and LULC.
The free software, along with a MOOC in Spanish and English, has trained over 300
organizations, many of which have used CLASIite to track oil palm expansion, gold mining,
and map carbon’". Other groups such as Amazon have created their own forest monitoring
tools in platforms like Earth Engine to track Amazon deforestation when it suspected the
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government’s data was inadequate. The group now produces monthly reports72, as well as
near real time alerts when forest lost is detected. This allows Amazon’s team to
independently monitor ecosystem changes in order to better respond to deforestation
threats, and increase transparency about where and when forests are being lost.

In addition to new computing power and software expanding the power of remote sensing
among scientists and decision makers, the potential of new satellite systems such as Planet
Labs will may transform our ability to monitor LULC at ever high spatial and temporal
resolution. Planet Labs, launched in 2014, uses a suite of tiny satellites that will provide 3-5
meter spatial resolution with near daily global coverage. While this data is not free, it has the
potential to greatly improve detailed monitoring for changes in crops, forests, infrastructure,
and environmental change. This stream of Big Data is being leveraged by private endeavors
such as Redd Systems to support REDD (Reduction in Emissions from Degradation and
Deforestation), a UN effort to create financial incentives for countries to reduce emissions
from forested lands. REDD Systems leverages Planet Lab’s imagery to track forest
degradation daily, predicts future deforestation from this high resolution time series, and
uses SMS to alert natural resource managers. This enables decision makers on the ground to
intervene and add value to their carbon credits. REDD systems is just one example of how
Big Data in satellite imagery can be translated to improving monitoring and mitigation of
climate change by analyzing LULC.

Climate change mitigation is at least as much a political problem as it is a technical solution
and concurrent problem. A modern society's dependence on fossil fuel is often entrenched
within the political process, in the form of tight-knit policy and industrial networks.”® The
promotion of alternative technologies and policies require the displacement of these
coalitions.”* What then is the contribution of big data to uncovering the political economy
of climate mitigation? So far, the contribution is slim, but there is untapped potential
stemming from the very large amount of digitized text data, the resurgence of social network
analysis in political science and social media data.

The largest study on the social networks underlying energy policy dates back from the 1980s
when Laumann and Knoke (1987) collected extensive network data from interviewing
industrial lobbies, trade associations, citizen groups, labor union, state government agencies
and congressional staff. With modern network analysis methods, Carpenter et al. 2004 were
able to derive important insights on the policy-making process yet such studies are rare
because such data are very expensive to obtain by traditional methods (interviews and
surveys). The increasing availability of digital records of political participation can be used to
more efficiently reconstruct networks, as demonstrated by Onnela and Lazer's (2009)
reconstruction of the network linking campaign donors and politicians, and this should be
leveraged to understand the political changes surrounding transitions to a lower-carbon
society. Leveraging digitized political archives and social media is also possible to understand
communication and power. Adapting machine learning algorithms to political processes,
Grimmer (2010) analyzed senators' press releases to map their political agendas, while King
et al. (2013) automated the analysis of millions of social media posts from China to analyze
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patterns of political censorship. Such applications open the possibility of analyzing the
influence of different actors in framing policy.

e. Adaptation

This section explores how Big Data can feed into adaptation efforts, primarily by buttressing
our ability to identify infrastructure and communities that are particularly vulnerable to the
increasing climatic variability and increasing frequency of extreme events. It can also
strengthen societies’ capacity to anticipate and prepare for specific shocks.

Climate adaptation planning requires an accurate mapping of the built environment and
infrastructures. Recent advance in remote sensing analytics and open access to global high-
resolution satellite data have enabled novel method of automatically and accurately
delineating built-up areas using VHR satellite imagery.75 This approach allows for faster and
less labor-intensive processing to identify the evolution of urban form over time. This
approach also helps assessing settlement patterns in countries or regions facing the most
critical vulnerability challenges, particularly the presence of slums, informal settlements, and
highly variable size and densities of built-up structures and sparse.76 The global coverage and
the potential for rapid re-assessment could be used to establish baseline layers and monitor
changes.

In addition to the growing capacity to access, process, and interpret SRS data, crowdsourcing
and user-generated information is increasingly used to map out the built environment and
infrastructures. Among many Web 2.0 mapping applications, the OpenStreetMap Project
(OSM) is the most striking example of utilizing Voluntary Geographical Information (VGI).
The speed at which OSM was populated with volunteer generated data on detailed roadmaps
and locations of critical assets immediately after the Haiti earthquake in 2010 is
astonishing. " The quality and validity of VGI datasets vary based on the number of

. . . . 78
volunteers per unit area and the socio-economic factors of the area being mapped.

Agriculture is among the sectors that will be hit first and foremost by climate change.
Adaptation strategies are thus already in place in the sector, and the most widely used big
data stream for this purpose is SRS. Remote sensing instruments such as the Moderate
Resolution Spectroradiometer (MODIS) and the Advanced Very High Resolution
Radiometer (AVHRR) have been used to assess the impacts of drought on crop
productivity. Early warning systems can compare the current vegetation index (VI, a measure
of greenness) compared to the long-term average.79 The Famine Early Warning System
(FEWSNET) uses VI changes in combination with field data such as market prices to
predict the likelihood of regional food deficits. More recent soil moisture sensors, the Soil
Moisture and Ocean Salinity (SMOS) and NASA’s forthcoming Soil Moisture Active Passive
(SMAP), provide additional information that can help analysts to understand the length of
drought.

MODIS data have also been used to monitor floods™

and as an input for broader flood
modeling. This can be an important predictive data layer to assess the risk of floods.” While
SRS imagery cannot necessarily be used in early warning systems, since the flood is actually
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occurring, the models can help to identify areas that are likely to be at risk from floods in the
future, and populations in these areas that may be vulnerable to climate impacts.*”” Crop

losses from flooding are an important form of climate change loss and damage.*

Mobile phones and text messaging has become an important means for farmers in remote
rural areas to collect information on market prices in market towns so as to plan trips to
those towns for when prices are optimal. This can be an important form of resilience
building for farmers who have traditionally suffered from information deficits with regard to
market prices. Platforms such as Ushahidi could be used in the case of food security crises.
Mobile platforms relying on citizens for data collection such as U-Report have been used to
track the spread of pests threatening food supply.84 The CGIAR Research Program on
Climate Change, Agriculture and Food Security (CCAFS) proved that big data is also
promising for generating new insights out of large-scale and distributed collection of
observations of the behavior of plants under different factors.

Researchers from International Center for Tropical Agriculture (CIAT) demonstrated the
viability to leverage non-experimental crop, soil and climate data to provide farmers with ad
hoc advise about what, when and where to plant. Researchers from CIAT successfully tested
this approach in five countries with eleven staple and cash crops.85 Researchers from
Bioversity International prototyped a software application to test the behavior of 300 crop
varieties under different conditions with 15,000 Indian smallholder farmers in less than three
years. Researchers provided the farmers with different seeds, while the farmers informed
him about the performance of such varieties through a simple SMS-based system. This way
it was possible to monitor the performance of crop varieties under different conditions,
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identifying the ones resulting more adapted to climate stressors.

Figure 2: Workflow of the information system setup by Van Etten et al. (Bioversity,
CCAFS)
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Big data is being leveraged also in the private sector to offer tailored information to
smallholder farmers that could strengthen their adaptive capacity. Climate Corporation®’ is
currently developing an information system based on MapR’s distribution of Hadoop to
improve the accuracy of weather patterns prediction across the United States, and such an
approach may be implemented to data-scarce region of the world for providing tailored
meteorology advise. Ignitia, a Swedish social enterprise, undertook an innovative approach
blending weather data from different sources (including SRS and ground stations) to develop
a tropical weather forecast model in West Africa. Thanks to the model, farmers receive daily
forecast via SMS. Ignitia® is also currently investigating how to predict trajectories, location
and patterns of thunderstorms in West Africa through a Storm Tracking Model (STM).

3 Barriers and Gaps in Mainstreaming Big Data for Climate
Risk Management

In the previous section, we explored the Big Data, Climate Risk, and Resilience nexus and
identified Big Data’s contributions towards a climate risk management framework: in
monitoring climate and spotting climate-driven hazards; characterizing and assessing
exposure and vulnerabilities to climate change in developing countries; and finally,
improving both adaptation and mitigation strategies.

A number of barriers and gaps affect the feasibility of mainstreaming Big Data as a complex
ecosystem with climate resilience strategies and frameworks. Though many of these
challenges reflect issues common to Big Data applications for development, this section
contextualizes them for climate resilience.

We identify the following challenges across the ecosystem of Big Data, specifically the
barriers and gaps related to:

1.) Big Data ‘crumbs,’ including access to, sharing, and interoperability of various
climate data types; data reliability, representativeness and replicability; and existing
scientific challenges related to climate research;

2.) Big Data capacities, both technical and human (including existing technical
infrastructures as well as human and technological capacity gaps);

3.) Big Data communities, including political and governance issues; and ethical

concerns.

3.1. Barriers and gaps related to Big Data ‘crumbs’

Access to data ‘crumbs’

22



An obvious barrier to using Big Data for resilience is access. Much of the ‘crumbs’ of Big
Data remain on the servers of private companies. The question of opening up CDRs, in
particular, has received a lot of attention. Grameenphone, the leading telecommunications
provider in Bangladesh, shares its mobile call data records to understand climate impacts by
mapping population flows before an after extreme weather events. The Mobile Data,
Environmental Extremes and Population (MDEEP) Project is a partnership between the
United Nations University Institute for Environment and Human Security (UNU-EHS), the
International Centre for Climate Change and Development ICCCAD), Flowminder.org,
and Telenor Group.”

Box 3: Data Collaboratives: NOAA’s Big Data Project

In February 2014, NOAA issued a request for information (RFI) to businesses and researchers in
order to solicit ideas from the private sector on opening access to its 30 petabytes of annual
environmental data sourced from satellites, radars, ships, aircraft, river gauges and weather
forecast products. The February RFI focused on developing physical infrastructure for storing
and sharing NOAA'’s data within a publicly accessible cloud that would allow industry experts
and scientists to extrapolate vast amounts of historical data, schedule satellite launches, and make
better predictions. After receiving 70 responses from individuals, academia and industry
organizations, NOAA launched its Big Data Project (BDP), providing an opportunity for NOAA

to partner and collaborate with infrastructure-as-a-service providers to expand access to its data

resources for both private industry and the general public.

The fundamental question of legal data ownership and control will become more urgent in

90
the next few years.

Private corporations protect their commercial interests and their
reputations by refusing to share CDRs and similar data, despite their potential social value.
Though some telecom operators, such as Orange, Telefénica and Grameenphone, have
opened up data in a controlled and time-bound manner (through research partnerships,
challenges, etc.), there are no comprehensive guidelines to facilitate such data sharing and

ensure stability and predictability of access.

Accessing social media data can be challenging as well. Though many social media platforms
such as Twitter and Facebook offer limited access to portions of their data through APIs
(Application Program Interfaces), many allow only querying of an archive of past messages.
Only a few platforms offer public, “real-time” streaming. Recognized as the most widely
used source of social media data, Twitter” provides a random sample of 1% of all postings
that can be filtered by keyword or location. One way of increasing the quantity of data pulled
from Twitter in a disaster is to increase the number of terms being searched by, for example,
using a disaster lexicon.” Another approach is to aggregate feeds from various sites to

increase the volume of data being analysed.
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Using new-generation nano-satellites and drones could provide greater access to satellite data
through cheaper aerial imagery for hazard monitoring. They can also help establish
distributed wireless sensor networks that would lower the costs of monitoring hazards by
radically reducing infrastructure, management, and physical connectivity requirements.
However, these UAVs also raise ethical and privacy questions as discussed below.

Data sharing and interoperability across sources

International cooperation should be engaged towards the definition of a coordinated global
data collection, sharing and analysis. Surely interoperability among datasets does constitute a
challenge; however, more pressing issues to be tackled involve political interference
preventing data sharing as well as the push towards commercialization of data (even among
public institutions of the same country), particularly in a moment when accountability and
transparency have permeated the political discourse. Despite these difficulties, international
initiatives — such as the Global Observing Systems Information Center (GOSIC), the
Global Geodetic Observing System (GGOS) and the Global Earth Observation System of
Systems (GEOSS) — have nevertheless been successfully implemented to produce and

disseminate climate data.”
Box 4: Climate Data Partnerships

In March 2014, the Obama Administration launched the Climate Data Initiative with the goal of
leveraging the government’s data resources to stimulate innovation and entrepreneurship in
climate change. As a part of the President’s Climate Action Plan, the Climate Data Initiative
launches a number of significant commitments from federal agencies, private-sector
collaborators and research institutions to combat climate change through data-driven innovation.

Participating companies and organizations (such as Facebook, PepsiCo, and Microsoft Research)

have made commitments to creating new data platforms and organizing cross-sectoral
collaborations in data analysis and visualization.

Data reliability and representativeness

A related and well-established set of challenges pertains to the analysis of and via Big Data —
both in terms of internal and external validities.”* Although strictly speaking, both kinds of
validities refer to the ability to make and generalize causal claims, i.e. to the realm of prescriptive
uses of Big Data, we expand their meaning and scope to include predictive and descriptive
uses as well, i.e. the extent to which useful insights can be gleaned from these data.

The basic question researchers must always answer is, ‘What does the data tell us?” Big Data
doesn’t magically answer this question; in fact, the answer is usually harder to find than in
the case of controlled data collection. Tweets and text messages collected during or after an
emergency may be deliberately misleading or false. More often, the challenge is finding the
‘signal’ in the ‘noise.” Automated processes for dealing with large quantities of unstructured
data try to answer the key question through careful extraction, verification, and classification
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of data.

Another main challenge to analysis is statistical bias, which comes in several forms. One big
problem during disasters is selection bias resulting from attrition. For example, in the
aftermath of an earthquake, more phone signals are likely to come from less affected areas
than from areas that have been devastated. Assessing need based on the number of phone
signals may send aid to the wrong places. Selection bias highlights the need to verify
conclusions, most likely by correlating additional data sources, before acting.

Another issue is sampling bias. Despite huge sample sizes, most Big Data sets are not
representative. People’s decisions to use the technology in the first place are largely
determined by characteristics that affect the behaviours under study; self-selection biases the
sample. For example, factors such as age and income affect whether people use mobile
phones. Using CDRs to study, say, mobility patterns after a disaster may give a misleading
picture because the sample — mobile users — skews younger and richer than the general
population”—although in some cases it may.” These biases will tend to be greater with
technologies that have lower penetration rates because there is then more room for highly
skewed usage between different social groups.”” It is unclear, nonetheless, whether adoption
patterns and trends of newer and future technologies across groups will mirror those
observed in the past. Techniques to correct for sampling bias use standard statistical models
and methods to control for mobile or internet penetration rates in, for example, a given area
or age group.” Refining such approaches requires calibrating new data with reliable target
data from official or vetted sources. Even then, the ability to generalize the models and their

results to other times and places is limited.

Similarly, predictive modelling based on a large number of variables (known as features) may
have a very high predictive power in a given setting, but their data requirements and changes
in the relationships at play will make them hard to replicate over time and space.

Scientific challenges in climate research

We should start by saying that the complexity of the climate system does not allow to
simulate the behavior of the climate system with a deterministic approach. Gaps in our
capacity to model the climate system are reflected into the variables we do not take into
consideration to tackle climate change - i.e. data we (do not) collect and parameters we do
not include into our models.

Broadly speaking, the degree of uncertainty linked with climate scenarios (and even more to
the related impacts) should be taken into account not only before designing mitigation
initiatives and developing adaptation solutions, but also before even beginning. ”
Strengthening communities’ resilience in natural resources management through
consideration of uncertainty proves to foster their resilience to climate shock as well.
Equipping institutions and communities with capacity to monitor natural resources

effectively constitutes a first starting point to face such challenges.
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Scientific challenges are particularly linked with the use of remote sensing data. The
uncertainty arising from retrieval algorithms that convert the electromagnetic signals from
sensors to variable of interest also needs to be reduced. This can be done starting with a
deeper evaluation of the quality of datasets that are used as inputs to these algorithms, such
as the variety of different global land-cover datasets.

An important challenge is that sensors with both high spatial and temporal resolution are
needed to measure climate processes happening at fine scales, such as trends in the
properties of clouds and small-scale turbulence affecting heat transport. Small satellites (e.g.
Skybox'", Planet Labs'") may prove to be particularly useful to enable the observation of
the same location over a given time interval, rather than seeking exhaustive coverage.
Another key issue is the length of remote sensing data records. More work will be needed to
assess the uncertainty of estimates of inter-annual variability, given that these datasets rarely
cover more than 30 years. Furthermore, the satellite missions need to be sustained to ensure
future availability of long-term datasets.

Another issue in developing climate-related research is represented by the way research data
is shared. As Borgman (2012) wrote, “research data take many forms, are handled in many
ways, using many approaches, and often are difficult to interpret once removed from their
initial context. [Interoperability in] data sharing is thus a conundrum.”'”” This issue seems

particularly relevant to develop impact assessment and design related responses.

3.2. Barriers and gaps related to Big Data ‘capacities’
Existing technical infrastructures and availability of cost-effective tools

At the technical level, an obvious difficulty in studying climate change and related impacts is
that of processing large mass of spatial data (e.g. 5 TB per day from NASA, 25 PB per day
from Google). The need for new tools to organize and analyze such data is clear.

Computational power to conduct in-depth assessment is also very expensive and thus
constitutes a bottleneck. Very-high resolution images hold the potential of identifying many
important objects, such as critical infrastructure (nuclear power plants, cooling towers), or
distinguishing formal and informal settlements. However, there still are technical challenges
to overcome to realize this potential. Indeed, per-pixel based methods do not work well for
very high-resolution, requiring the use of methods that are currently computationally very
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expensive.

The availability of cost effective and distributable tools to be used by those countries has
been an issue. Software applications like Google Earth Engine have proven to be effective
tools to perform scientific studies as well as disseminate findings to the general public.'”* An
additional problem is the availability of adequate tools to allow visualization of the huge data
sets allowing the development of climate change scenarios and related impacts. Such tools
can be pivotal to inform policy makers and raise awareness on climate impacts among the
public. Recent advances in data visualization include the ability to develop web-based
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interactive maps to show data at the micro-level in the United States'. To do so, a 17TB raw
dataset from NASA Earth Exchange Global Daily Downscaled Projections (NEX-GDDP)
were channeled in a pipeline capable of interactively compare the projected impacts on
rainfall and temperature due to low-emission scenarios and high-emission scenarios. Further
expansion of the concept recently led to the development of a global map” as well.

Human and technological capacity gaps

Additional barriers to mainstreaming Big Data include local human and technological
capacities. Generally, exposure to hazards, income, human capital and technological
capacities tend to be correlated, both cross-sectionally and longitudinally. These relationships
are not linear and straightforward, but apart from what may appear as exceptions—e.g. the
oil-rich desert Gulf countries—places and people that are most exposed to sudden and slow
onset natural hazards are typically those least able to leverage the opportunities of Big Data.

Limited data transfer capabilities (i.e. low bandwidth), a problem often experienced in low-
income countries, will hinder the implementation of Big Data applications that rely on cloud
computing. More generally few institutions in developing countries can afford the kinds of
equipment needed to perform Big Data analytics and therefore the field is primarily
dominated by top global universities and corporations. Low-income countries have only 1%
of the world’s capacity to transmit data via Internet and phone capacities. Progress is being
made, however, as in the case of Africa, which has enjoyed a 20-fold increase in bandwidth
between 2010 and 2015 thanks to submarine cables).'”

Another limitation is human capacities, perhaps best exemplified by the well-known dearth
of skilled staff in statistical offices in developing countries—cause and effect of a brain
drain—for which Big Data may seem like a distraction. Several proxies, including standard
literacy rates around the world, point to the skills gap. A popular analytics software such as R
may be entirely free and open source, but other barriers limit its adoption.

This has obvious short-term effects—Big Data techniques will simply not be part of the
potential toolkit of at-risk populations and their institutions. In the face of emergencies
where time is of the essence, this simple fact may lead to decisions with detrimental long
term effects: the parachuting or even distant engagement of external Big Data experts
bypassing local structures.

For Big Data to have a significant and lasting positive impact, investing in technical and
above all human capacities will of course be key. In recent months, the notion of ‘data
literacy’ has received increasing attention—a welcome development. But it must be clear that
enhancing data literacy, a key requirement for building resilience through Big Data, is not
reducible to training world-class computer science PhDs in developing countries.

Technical barriers also separate subject-matter experts from data scientists. This can
undermine the development of models leveraging big-data to assess climate change and plan

! See the website: http://climatedata.us/
2 See: http://www.climateinternational.org/
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adaptation and mitigation initiatives accordingly. Indeed, models are directly or indirectly
developed by software specialists who may have a relatively-limited knowledge of the
problems being modeled. The issues faced in downscaling techniques, allowing to bridge the
global scale of climate change scenarios and the site-specific information required for impact
assessment, are quite paradigmatic of such an issue: “statistical downscaling has received
considerable attention from statisticians. Their contributions have, however, largely been
unrecognized by the climate community, although they attempt to address important end
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user needs.” d

For poor countries, a digital divide exists in the capacity to gather and analyze data for
informed decision-making. A broad lack of capacity still exists among governmental staff to
leverage big data, despite the fact “that governments are swimming in more data than they
have ever had” as stated by Jon Gosier, D8A Group CEO."" This is particularly true for
poorer nations, as Claire Melamed, Overseas Development Institute, stated: “the explosion
of big data has far-outpaced our ability to make sense of it in poorer nations that already lack
human and technical capacity.” A strategic partnership should be sought with the

governments and people of traditionally poor and less technically advanced countries.'”

Financial constraints can impede adequate monitoring of climate parameters and climate-
induced natural resources. Such difficulties can jeopardize the adequate monitoring of
pivotal elements to develop adaptation plans - such as the water cycle with in-situ and
satellite data.'”

3.3. Barriers and gaps related to Big Data ‘communities’

Politics and governance issues

A balance between data-informed decisions should always take into account expert
knowledge, as human evaluation can be as powerful as machine-based decision-making
(Heffernan, 2011). Mitigation and adaptation initiatives are shaped through comprehensive
policies, rather than being the results of technical procedures, and the design of information
architectures - which nowadays have been defined as “politics in code” (Stark, 2012)- can
hugely impact the accuracy of the decision-making they have been built for.

The background approach that institutions employ to tackle climate change differs, and it
strongly determines the way institutions and societies reacts to climate impacts. This happens
for example in the way disasters induced by extreme climate events are modeled. Disasters
are indeed defined as “a sudden, calamitous event that seriously disrupts the functioning of a
community or society and causes human, material, and economic or environmental losses
that exceed the community’s or society’s ability to cope using its own resources.”'!’ Basing
disaster modeling on historical data can be particularly difficult as it hugely depends on the
characterization of disaster itself: many small events (e.g. death for malnutrition or disease)

indirectly induced by climate change tend not to be reflected in such accounts.'"
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Often in developing and emerging regions the political will and technical capacity to share
data with neighboring countries can jeopardize the development of regional models and the
planning of adequate countermeasures. At the same time, being climate change a long-term
problem sometimes posing security issues can represent a powerful driver for cooperation
even in regions affected by protracted crises. The Executive Action Team (EXACT-ME), a
roundtable of institutions whose mandate is managing water resources in Israel, Jordan and
Palestinian territories, has proven that institutions can effectively cooperate and share data

on sensitive resources (i.e. water) to develop data-informed solutions to climate change.'"

Broadly speaking, countries often lack adequate institutional data governance mechanisms to
be able to fully leverage the potential of big data. Data is indeed rarely effectively shared
among the whole set of stakeholders of a national sector, and even less rarely among
international stakeholders - e.g. water authorities of a transnational basin. Moreover, data
(often referred as to oil for a reason) does indeed represents a powerful asset within
organizations- and it can be used as such within a single institutions. This is one of the
reasons why typically data is not shared among different departments of the same
administration, and the development of comprehensive information systems leveraging

organizational data is particularly complex.'"’

Privacy concerns also make problematic to share and exchange data across organizations,
especially when it can allow profiling citizens and/or organizations.'"* Such data can though
be pivotal to adequately track the impact of mitigation initiatives as well as to drive recovery
and adaptation plans. Both organizational and technical issues thus need to be addressed to
allow the collection and sharing of such data while respecting the privacy of citizens and
organizations.

Cooperation among public and private sector represents a crucial issue to be addressed to
fully capitalize the potential of big data. Private companies hold data that can help
monitoring GHG emissions as well as determining the impact of climate change on supply
chains. Telecommunication infrastructures can directly help collecting weather data as well as
supply proxy indicators to monitor weather behavior. Data from mobile phone activity of
users in a region could provide accurate and timely estimates about population density,
which is crucial element for monitoring climate vulnerabilities (Letouzé et al. 2015).
Adequate mechanisms to integrate data from the private sector should thus be identified.
The Carbon Disclosure Project (CDP) represents a valuable hub for climate data collected
from the private sector, integrating data from 4500 corporations up to 2014 (CDP, 2014),
even if the quality of the data on which CDP's reports are based had been questioned.'”

Ethical concerns

Ethical concerns constitute one of the biggest challenges in developing the next generation

of Big Data crisis tools. In recent years, for instance, the notion of ‘anonymized’ data has

been torn to pieces; with sufficiently large connected datasets, whether from cell-phones'"
17
b

or credit card transactions''’, re-identification is almost always possible. Critically, this
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development was hardly foreseeable a few years ago; by extension, it is nearly impossible to
foresee future technological advances.

Another risk is that some leaders could consider Big Data to be the perfect technical fix for
all of the world’s problems, looking for a 30,000 feet view’ that ignores the critical need for

local engagement and investment.''®

Vague discussions about the ethical use of data, often
reduced to ‘anonymization’, overlook deeper ethical considerations that ought to shape the
future of Big Data for resilience, especially in complex and volatile contexts. Arguments over
core aspects of data use such as the "right to be forgotten" are still unsettled and ethical

norms are evolving quickly, necessitating a cautious and ethically conscious approach.

4 Recommendations for Making Big Data Useful and
Meaningful for Social Resilience in Vulnerable Populations

A resilient community can and must do more than face one discrete disaster or hazard. It
learns from past exposure to hazards about its own vulnerabilities. It increases its adaptive
capacity to detect and monitor emerging climate change hazards and vulnerabilities — some
of which may be caused by the recovery process itself — that may build up over time."” It
then acts to reduce its vulnerability by improving the management of natural systems,
strengthening infrastructure, and strengthening social networks. These activities are
fundamentally political, requiring that members of the public have three attributes:
awareness, capacity for collective action, and ability to weigh in on decisions.

As discussed earlier, mainstreaming Big Data for climate risk management requires an
integrated approach involving multiple actors, both vertically and horizontally. Big Data can
help decision makers to identify barriers to climate risk reduction, define the optimal
positioning of levees and shelters, or design robust evacuation routes. Furthermore, these
new sources of data have great potentially to increase understanding of social resilience and
vulnerability in relation to climate change. For example, they can help decision makers see
whether exposure maps and vulnerability indicators predict the actual impacts on the ground
during the crisis.

Case studies that use Big Data to demonstrate the importance of social ties in a disaster'®

show how analysis of social responses to disasters can improve future assessments. Beyond
academic studies, information about exposure and vulnerability, followed by data on disaster
response and impacts, should feed into the next cycle of risk assessment and preparedness to
refine the field’s understanding of vulnerability and resilience.

Resilience requires that all actors who make decisions — from households to ministries — be

empowered to understand the risks they face and act on them.'”!

One of the four pillars of
the UN’s International Strategy for Disaster Reduction approach to people-centred early-
warning systems is understanding risk,'* because people tend to act on early warnings only if
they already understand the risk. Social science research also shows that, in order to act

together effectively, communities need a shared understanding of goals, risks, and options,
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all of which requires data and analysis.'” At a minimum, then, building resilience requires all
citizens to have access to data, even those whoa re most vulnerable (see Box 1). Several
global efforts aim to make large amounts of environmental and social data available to the
public. They also aim to facilitate the integration of these data for use in risk assessment.
However, information alone is not sufficient. Communities must be able to make sense of
the data in a language they can understand in order to apply their knowledge and abilities
appropriately. For that, they need analytical, organizational, and educational support.

Box 5: Case Studies: Challenges to Identifying Socially Vulnerable Groups

In the Chicago heat wave of 1995, black communities that were equally exposed to violence,
similarly impoverished, and located in the same area experienced significantly different death rates
(33 vs. 3 deaths for every 100,000 residents in one example), depending on how frequently their
community members interacted with each other. Neighbors knowing each other from church,
talking on the street, or meeting in local stores proved to be life saving (Kleinberg, 2003). When
Katrina hit land, New Otleans had a relatively low elderly population. Sixteen percent of the city’s
residents were over 60 according to the 2005 US Census. Yet 75% of deaths from the hurricane
were people in this age bracket (louisiana Department of Health, 2006). While social vulnerability

is intuitive as a concept and highly apparent when manifested in examples on the ground, it is

challenging to analyze, quantify, and operationalize as a practical tool for disaster risk management
and resilience.

Social vulnerability

Although vulnerability and resilience sciences have advanced immensely in the last two
decades, the science - particularly for developing countries - lags considerably behind the
science of the geophysical dimensions of hazards.'* Even in developed countries there are
still difficulties in recognizing socially vulnerable groups in disaster risk managements (see
Box 2). Despite its conceptual and scientific limitations, integrating the social dimensions of
hazards into the disaster cycle is necessary for fully successful emergency planning and
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response.

The demographic, behavioral, and psychological dimensions of vulnerability fall along a
spectrum of universality or generalizability; some dimensions are fairly well documented and

consistent across geographies'”’, while others vary significantly across time, place, and

>
context. Starting with the most generalizable, people who have more financial resources,
who are not especially young or old, and have strong community support are less vulnerable
to climate change hazards. As in the Chicago heat wave example (Box 2), many studies have
proven that social ties and social networks, primarily observed at the neighborhood or
community level, are strong factors determining immediate loss and long-term recovery
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from disastet.

Each dimension of social vulnerability requires individual consideration in scientific
assessment, emergency response, recovery, and long-term adaptation, though there are no

perfect antidotes for any dimension. An emergency plan that does not consider elderly
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residents who have more difficulty evacuating or a recovery plan that does not account for
poor residents with fewer resources to rebuild is incomplete, whether or not the plan has an
impeccable biophysical assessment of the hazard. Likewise, climate adaptation plans that do
not consider how marginalized communities are more at risk will clearly not be fully

prepared for the impact of future hazards.'”

Over the last two decades, social vulnerability researchers have begun to distill the
dimensions of social vulnerability into empirically based indicators through analysis of Big
Data sets. When combined in summary indices, typically using demographic information,
these tools describe who is most vulnerable and where the most vulnerable are located
before, during, and after a crisis.'” If measured using benchmarks and monitored over time,
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these indicators may serve as diagnostic tools.

Because the dimensions of vulnerability are highly interrelated, even interdependent, and
vulnerabilities are often path dependent, not all indicators are equal—they change between
different contexts. Measuring vulnerability through in-depth community level case studies is
still the best approach for fully understanding vulnerability and for detecting the less
generalizable indicators. Strictly country level indices for instance are generally not
contextualized. On the other hand, detailed, community level indices are contextual, but
place-specific and non-generalizable. No matter the approach, there are a few basic
principles that should guide the creation of social vulnerability indicators at each step -
research, quantification, and operationalization:

1. Each indicator should use appropriate unit analyses (e.g. individual, neighborhood,

community), and no unit should stand alone as an indicator of vulnerability.

2. All indicators within an index should be weighted according to their influence on
the overall vulnerability.

3. Indicators and indices must be designhed, communicated, and used within the

contexts that they are attempting to analyze.

In order to achieve these principles, the climate scientists must engage local citizens and
governments in the creation and use of indices. Being participatory at each stage of research,
decision-making, and planning helps ensure that the indices ask the right questions,
incorporate local knowledge and the plans have local buy-in. Complete social vulnerability
should be layered with appropriate economic, physical, infrastructural, and other
assessments. Integration will require the creation of new layers within the index to account
for feedback loops between social and natural systems. Finally, indices must be validated

against actual damage data and questions of uncertainty resolved.”!
Interpreting Climate and Disaster Data and Making Decisions

Understanding and integrating climate science into the perceptions of those who are not
climate scientists can be difficult because the data involved is complex and impersonal. This
lack of understanding of the data generates uncertainty and distrust of not only the data and
the probability of future climate change disasters, but also the decisions made in disaster
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preparedness. Resolving uncertainty requires us to tackle two main problems; quantifying the

. . . . . . 132
uncertainty of future outcomes and communicating the quantified uncertainties.

For instance, people have a difficult time accurately interpreting probability, which is a key
element of large data analysis, making them often relying on inappropriate heuristics to
formulate counterproductive choices. ' This assumption is valid for all non-expert
audiences—from political decision makers to the general lay public—and it is particularly true
when it comes to climate forecasts and related decisions that build on risk and uncertainty.
Analytic products can provide decision makers with rational solutions to expected changes,
but personal and collective experience, as well as emotions and cultural values, should be

taken into account when designing climate-related initiatives.'™*

Therefore a key challenge is convey the data and its meaning in simple, personalized and
concert manner so that people can integrate the information accurately and effectively into
their actions to cope with climate changes. In this way, effective communication can shift
perception of the problem, increase risk perception and inspire prudent behavior around
mitigation, adaptation, and political/ behavior.

Particularly difficult is to share climate knowledge to remote and rural communities - who
are likely to be hit first and foremost by climate impacts. An interesting case is that of
communicating climate information to farmers, who are on the frontline of both climate
change mitigation and adaptation initiatives.

To overcome the sound dissemination of climate information, FAO piloted Climate Field
Schools—adapting its Farmer Field School approach'”—to increase farmers’ knowledge of
climate and promote the adoption of weather forecasts and climate data to plan their
work. ' Particularly, the workflow behind CFS starts with the translation of climate
information from scientific language into local language and then into farmers’ language.'”’ It
is pivotal to shed light on the way farmers understand and respond to climate information,"”
as well as integrating indigenous knowledge to strengthen climate observations'” and make
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communities cope with climate change.

As we have seen over the last few years and most prominently during the recent Nepal
earthquake, digital humanitarians have made great strides in collecting and analyzing real-
time information to improve situational awareness of a developing crisis. In many cases,
simply having a live map with as much information about damage and needs as possible is
enough to empower an agency or an affected individual to make a better decision. However,
more often than not, real value comes from translating this situational information into
actionable messages and targeting it to the right individuals and groups.

These messages should be going to those who are affected, giving clear information about
where and how to get help, evacuate, etc. They should be going to “first-responders” —the
crowd of citizens ready to help, but who need to know how to most effectively do that and
need to coordinate. And they should also be going to relief organizations, to assist in
coordination as opposed to what has in the past often been a fragmented response. Meesters
and van de Walle'" conducted a very preliminary impact evaluation of the DHN’s
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information work in the 2010 earthquake in Haiti and compared it to the information system
deployed by an on-the-ground NGO via more traditional means. They found that while
DHN had quicker deployment, it was less responsive to the informational needs of affected

vulnerable communities and first responders.
Creating Resilience Tools for Vulnerable Populations

Many believe that digital platforms and Big Data hold unique potential to design effective
people-centered early-warning systems. The idea of people-centered eatly warning systems
emerged out of the Hyogo Framework, and was described as “systems whose warnings are
timely and understandable to those at risk (...) including guidance on how to act upon
warnings”. It emerged from the recognition that even if hazard detection capacities are good,
warnings themselves do not reach all people at risk, and if they do, they are not necessarily
clear or do not necessarily address people’s concerns.'” Furthermore, the aid received often

does not address the most important needs that vulnerable individuals face at the time.'*

Insofar as they are open, decentralized and interactive, Big Data and digital technologies
could be key in increasing the ability of affected individuals to mobilize their social networks
and obtain help from the ‘crowd’ of first-responders, as well as to coordinate the efforts of
relief organizations. Indeed, Sarcevic et al.'* showed that health workers in the Haiti
earthquake were spontaneously attempting to coordinate their activities on Twitter, thereby
revealing a latent demand for information products and platforms to facilitate this action and
merge it with the crisis mapping work described above. The field of digital humanitarianism
is currently experimenting with technologies to meet these organizational goals, but methods
have not yet matured nor been validated. In addition, only a handful of relief organizations
currently have incorporated social media monitoring and communication during mass
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emergency situations.

Some cases already demonstrate the potential for Big Data and digital platforms to
coordinate response. In the Russian wildfires of 2010, a group of digital volunteers used
social media to coordinate volunteer fire fighters on the ground and provide relief
assistance. " However, the approach taken is not easily scalable, as it relied on a full-time
team, the staffing of a hotline and human processing of each message. One approach to
automating coordination is to use algorithms to mine tweets or other social media posts to
match spontaneous requests for help and offers of help.'*’ This approach is challenging
because many tweets are unstructured —which lowers classification performance —and
because new classifiers need to be built for different situations.

Nonetheless, some promising results have been obtained during typhoon Yolanda in the
Philippines in 2013. Another approach is to develop a specific application that structures the
dialogue between affected individuals, volunteer responders, as well as the overall ‘supply-
chain’ of relief organizations.'*® For such applications to truly meet the needs of vulnerable
communities, vulnerable individuals themselves should be able to shape them. To this end, a
team of engineers from MIT, Rensselaer Polytechnic Institute and Qatar Computing
Institute are creating an application development platform that would make it easy for non-

developers to build disaster-response applications, specifically apps to match donations and
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requests and apps to report on the ground information. This platform will allow the reuse,
extension and integration of heterogeneous structured data from distributed sources,
including public datasets, thus building on the innovations reviewed earlier.'"

The next generation of Big Data crisis management tools should be built with and around
different communities’ needs and need to be tested and evaluated in light of operational
goals. Hughes" describes participatory methods for the design of such tools. We argue that
in developing these tools, it is essential to take into account what we know about the barriers
to understanding in non-expert communities and appreciate immediate risk. How do people
process the physical reality of a hazard and how is this modified by the availability of large
amounts of complex data? Answering these questions is essential to developing effective
communication strategies.

Hurricane Sandy in the fall of 2012 in the US clearly demonstrates the pivotal role of
outreach. The storm was accurately forecasted as an unprecedented threat to the
Northeastern seaboard days before it hit landfall, a threat that would eventually lead to
billions of dollars in damage and 157 deaths.""
institutions attempted to communicate the risk and ordered emergency actions.'” Yet the

Governmental and other responding

public response during the disaster was confused and slow. Simply presenting conclusive
data and prescribing a response based on ever more precise and complex data is insufficient
for disaster response. A review of Sandy concluded that progress in forecasting may have
reached a point of diminishing returns, and that the critical need now is progress in risk
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communication.

Awareness is key to resilience building in any context. It is here where Big Data approaches
offer unique opportunities for disseminating and communicating at scale. In particular, crisis
management tools allow for people to be accessed directly at high speed. However, in order
to capitalize on these opportunities a number of factors are required, such as: adequate
technical capacity to design suitable dissemination platforms and tools as well as considered
thought as to the framing delivery mechanism. Above all, clear standardized guidelines for
the dissemination of disaster-related information are crucial in order to facilitate rapid, safe
and ethical release of data, particularly in the context of emergencies for vulnerable

communities.
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Conclusion

In this paper, we explore the intersection among Big Data, Climate Risk, and Resilience and
identify Big Data’s contributions towards a climate risk management framework in
monitoring climate and spotting climate-driven hazards, assessing exposure and
vulnerabilities to climate change in developing countries, and finally improving both
adaptation and mitigation strategies.

Big Data is key to determining climate baselines and identifying vulnerabilities to climate-
induced hazards through ‘crumbs’ (the first ‘C’). As SRS data, CDRs, geospatial data, etc.,
Big Data sources can contribute to monitoring and understanding the drivers of climate
change; detect variations that can lead to negative impacts; validate climate models; help to
describe the main determinants of exposure; assess the impact of climate change on
environmental systems and societies; and assess vulnerabilities within communities. In
building analytical, organizational and educational support through Big Data, vulnerable
populations are able to access and make sense of climate data in a language they can
understand in order to apply their knowledge and abilities appropriately, thus improving
their adaptive capacities (the second ‘C’) to climate stressors.

An effective implementation of climate risk management will affect and involve several
different sectors within the government (including infrastructure, health, natural resources,
agriculture, and water management), and therefore, would provide an effective means to
improve the impact of development efforts as the result of coordinated actions by
governmental and nongovernmental actors. Through its discursive function, Big Data as an
ecosystem has the potential to foster awareness-raising and institutional development by
feeding risk assessment tools coupled with economic analysis, towards the implementation
and incorporation of climate risk management into the priority agendas of countries and
regional entities.

Another key element for climate risk to be effectively managed is the broad involvement of
society and sectors (the third ‘C’) in climate change adaptation, and disaster risk management
initiatives, which should be both considered as facets of a comprehensive climate
management risk approach. Big data technologies can help establish a conducive
environment for climate risk management and affords the ability to identify priorities and
barriers to climate risk reduction by offering a unique, dynamic birds-eye view, by fostering
an inclusive process of bottom-up engagement with tailored top-down planning.

Such an integrated approach would also support the mainstreaming of climate risk
management, both vertically and horizontally. On one hand, data would help integrate
climate risk management into development planning as part of sectoral, national, and
regional development planning, and engage the full spectrum of government operations. On
the other hand, big data would offer the opportunity for high-level coordination through the
collaboration of institutions and entities at different levels from all the major sectors of
economies.
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In the context of climate change, Big Data as an ecosystem encourages communities to
endure, adapt, and transform in response to current stressors and future shocks—to become
resilient. Resilient communities not only prepare for the potential of specific climate
disturbances (specific resilience), but also a whole array of hazards they had not previously
encountered (general resilience). Additionally, resilient communities are able to bridge the
gap between Big Data’s potential to identify and monitor climate hazards and empower

vulnerable populations to weigh in on decisions.
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