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Starting Point & Main Questions POP
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1. Big Data allows governments and businesses to track the habits and
movements of individuals, combine and recombine people into
categories, and analyze and afttempt to predict their behavior.

2. Individual data is no longer only useful for gaining information about and
targeting the individual, but also — and perhaps above all — for gaining
information about and targeting groups.

3. The questions raised in this chapter flow naturally from these
observations:

. Isthere such a thing as ‘group privacy’
2. Is ‘group privacy’' a workable concepte
3. If so, should it be a legally enforceable right, and how can it be

protectede
4. How about a regulatory approach and broader social requirementse
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A.
B.

Xe

What is a group?

Traditional notions of groups: self-proclaimed and self-aware
Big Data: new grounds for identifying groups

What is group privacy?

Challenging traditional notions and protections of privacy
The shifting ontology of privacy

Data, information, and knowledge
Privacy protection in the age of Big Data

The content and protection of group privacy
Group privacy is not reducible to individual privacy

Group privacy as dignity: concepts of self-determination
and data sovereignty as applicable to groups

Affirming and protecting group privacy

Through traditional levers of power: developing a legislative
and regulatory framework for group privacy

Through a more harmonized international regime

for data management by users

. By improving data security and accountability for breaches

Through improving awareness and ‘data literacy’
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Problem Statement
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New Technology and the Prevention AT
of Violence and Conflict
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Empowered lives.
Resilient nations.
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Taxonomies of applicationsof Big Data:

1. Descriptive
2. Predictive:
1) forecasting
Il) Inference
3. Prescriptive—causal inference
4. Discursive
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Computational Privacy

How human behavior bounds privacy
and what we can do about it

Yves-Alexandre de Montjoye
Twitter: yvesalexandre
MIT Media Lab — Human Dynamics




Big Data all but kills anonymity POP
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Ano Ization 1. Itis possible to re-identify mobile phone

metadata, credit card metadata (even if there
is no name, phone number, etc)

2. Itis not simply a question of coarsening the
data (we’d just need a few more points or
Privacy Utility more information)

3. Itis not “just” metadata or what is directly
visible in the data (e.g. one might use it to
predict your personality)

: Computational Privacy Yves-Alexandre de
I Montjoye, MIT



Big Data also provides new approaches and grounds upon POP

which groups can be identified, formed, monitored and

targeted
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Group privacy isn't just the sum of individual privacies

Predicting personality
using metadata

de Montjoye, Y. A., Quoidbach, J., Robic, F., & Pentland, A. S.
(2013). Predicting personality using novel mobile phone-based
metrics. In Social Computing, Behavioral-Cultural Modeling and
Prediction (pp. 48-55). Springer Berlin Heidelberg.
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Lessons & reflections from the Ebola Ovutbreak

POP

ALLIANCE

@ PLOS | SUR8RTs

Home Aims & Scope ReviewBoard Authors| Resources About

Commentary: Containing the Ebola Outbreak — the PflVOCy asS dlgany
Potential and Challenge of Mobile Network Data
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Individuals and groups intersect; so do their privacies




Race Between Technology, Policy & Society

Technological, Legal and Regulatory options

Dynamic systems

______________________

.................

OpenPDS/SafeAnswers at individual level and
Differential Privacy at group level

Pro

L.

Data Conftrol:
My data, our data

- Keep the raw data in a safe environment

— Monitor and audit data use

— Turn a privacy problem into a security one

Cons

Data Stewardship:

- New ways of working and protecting privacy

= Need for infrastructure
Use cases

- Individual-level

— Use of large-scale dataset

Burden of responsibility
IS on collector
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